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Mr. MOORHEAD. Mr. Speaker, the 
Foreign Operations and Government In¬ 
formation Subcommittee has been hold¬ 
ing hearings on the interrelationship be¬ 
tween the Freedom of Information Act 
and problems resulting from the admin¬ 
istrative breakdown of our security clas¬ 
sification system. Such matters may be 
exempted under section 552(b) (1) of the 
act in the “interest of the national de¬ 
fense or foreign policy 
During our hearings last summer dur¬ 
ing the “Pentagon papers’* controversy, 
Mr. Wiliam G. Florence, a recently re¬ 
tired Air Force official with 43 years of 
experience in the security classification 
field testified that more than 99 percent 


" of the information classified under Exe¬ 
cutive Order 10501 did not meet the 
secrecy criteria that warranted such pro¬ 
tection in the national defense interest. 
He pointed out that overclassification on 
such a massive basis actually under¬ 
mined and endangered the truly vital de¬ 
fense and foreign policy secrets. 

Our hearings this year have focused on 
the President’s new Executive Order 
11652, which he issued on March 8. His 
statement acknowledged the security 
. classification chaos uncovered last year 
in our hearings and proclaimed the new 
order as the solution. Mr. Speaker, as I 
repeatedly have told my Jlouse colleagues 
the new order is full of technical defects 
and loopholes. A section-by-section com¬ 
parative analysis of the old and newly 
proposed security classification executive 
orders was placed in the Congressional 
Record on March 21—E2772. In my 
judgment, it is not the answer to the 
problem. 


Yesterday, the subcommittee was priv¬ 
ileged to receive new testimony from Mr. 
Florence on the sad state of the security 
classification system and the inade¬ 
quacies of the new Executive Order. His 
conclusion is that the classification prac¬ 
tice represents the greatest hoax of the 
century, and the new order itself does 
not require improvement. This expert 
also urged that Congress consider a 
statutory approach to the security clas¬ 
sification system. He outlined certain 
criteria that he thought such a law should 
contain. Of course, the Atomic Energy 
Commission has for many years sucess- 
fully operated its internal security classi¬ 
fication system under a section of the 
Atomic Energy Act of 1954, as amended. 

Mr. Speaker, I commend the testi¬ 
mony of Mr. Florence to all Members 
and include it in the Record at this 
point: 
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Mr. Chairman, I consider it a privilege to 
respond to the Invitation of this commit¬ 
tee to testify regarding the effect that the 
President’s Executive Order of March 8, 
1972, Will have on the economic and efficient 
operation of the Executive branch security 
classification system. My comments will 
also explore actions which Congress could 
take to provide for safeguarding official in¬ 
formation vital to the national defense with¬ 
out abridging the freedom of speech or of 
the press. 

These comments are made as a continua¬ 
tion of my testimony before this subcom¬ 
mittee June 24, 1971. I had retired from 
employment with the Federal government 
after 43 years of military and civilian serv¬ 
ice. The last 26 years of my service had in¬ 
volved responsibility in the Department of 
Defense for developing and implementing 
policy for classifying and safeguarding in¬ 
formation relating to the national defense. 
Since June 1971, I have served as Secu¬ 
rity Consultant to Government contractors 
and others concerned with matters involv¬ 
ing consideration of defense interests. 

Mr. Chairman, secrecy in the Executive 
Branch of the Federal government has de¬ 
veloped into one of the most serious prob¬ 
lems of our time. There has been an in¬ 
creasing tendency of Federal bureaus to op¬ 
erate in secrecy. This has created a state of 
antagonism between the Executive branch 
and the people of this country, including 
the Congress. 

Thousands of officials and employees view 
Members of Congress and other outsiders as 
adversaries. Denial of information to Con¬ 
gress and the public has become a way 
of life in the Federal bureaus. It is most sig¬ 
nificant that this subcommittee has re¬ 
ceived testimony from various departments 
and agencies within the past two months ac¬ 
knowledging the need for drastic changes in 
attitudes of personnel in those organizations 
before there can be any change in the prac¬ 
tice of withholding information from the 
Congress and the people. 


The greatest difficulty stems from mis¬ 
representing the interests of national se¬ 
curity as an excuse for secrecy. This as¬ 
sumption of censorship power in the name of 
national security has grown to the point 
where the Executive branch believes that it 
can deny any private citizen the right to 
discuss with other citizens the informa¬ 
tion he knows or possesses, if some official 
happens to object to the disclosure. 

The attempt in June 1971 to stop news¬ 
paper publication of the Vietnam Study was 
clearly an act of arrogance. The subsequent 
allegation of criminal action on the part of 
private citizens in disseminating the infor¬ 
mation required a strained administrative 
interpretation of the espionage laws that 
is without precedent in our history. The free¬ 
dom of men who published historical infor¬ 
mation of great interest to the Congress and 
the United States is at stake this very mo¬ 
ment solely because they did not get some 
Executive branch functionary to cancel an 
outdated and unjustifiable security classifi¬ 
cation marking. 

I frequently ask myself, "What on earth 
has happened to my fellow citizens that they 
put up with Executive branch officials who 
acted and still act so vindictively against 
Dr. Daniel Ellsberg for performing a service 
to all of us which at least equalled in im¬ 
portance most of the successes our heroic 
field generals ever achieved in battle.’* I 
also shudder at the thought of Executive 
branch officials going into Federal District 
Court for an injunction against Mr. Victor 
Marchetti publishing information involving 
Central Intelligence Agency matters of real 
interest to the people, but at the same time 
insisting to the Court that since the rea¬ 
sons were marked "Secret" they could not 
be disclosed to the defendant’s counsel and 
witnesses. The Executive branch had to be 
ordered by the Court of Appeals to disclose 
the reasons so that the defendant’s rights 
could be protected. 

The several court cases of 1971 and 1972 
show that the more secretive the Executive 
branch becomes, the more repressive it be¬ 
comes. It has adopted the practice of hon¬ 
oring its own internal secrets more than the 


right of a free press or the right of a citi¬ 
zen to free speech. The gravity of the ac¬ 
tions brings to mind the following words of 
James Madison: "I believe there are more 
instances of the abridgment of freedom of 
the people by gradual and silent encroach-, 
ments of those in power than by violent or 
sudden usurpations.” 

Mr. Chairman, there is abundant proof 
that the administrative security classifica¬ 
tion system currently in Executive Order 
10501 is the source of most of the secrecy 
evils in the Executive branch. Loose imple¬ 
mentation at the outset, and incredibly inept 
administration of the policy in recent years, 
have invited and promoted widespread use 
of the three security classifications, "Top 
Secret,” "Secret,” and "Confidential.” There 
is also a constant flow of propaganda re¬ 
flected in slogans such as the Department 
of Defense distributes in an effort to con¬ 
vince every person that security is his re¬ 
sponsibility. They include the threat of pun¬ 
ishment as well as a plea to follow the se¬ 
curity line. 

Attitudes of literally millions of people 
everywhere have been influenced toward se¬ 
crecy and the sanctity of the three classi¬ 
fication markings. The people have been 
so thoroughly misled that they accept as 
fact the gigantic falsification that a con¬ 
flict exists in the Constitution between (a) 
the right of citizens to know and discuss 
the activities of their government and (b) 
a need for the Executive branch to keep in¬ 
formation secret. 

The contagion of the classification phil¬ 
osophy long ago reached the point where the 
security system in Executive Order 10501 
represents the greatest hoax of this century. 
Officials occupying even the highest posi¬ 
tions in our government have been condi¬ 
tioned to promote the belief that the words 
"Top Secret,” "Secret” and "Confidential” 
on a paper automatically give it a substan¬ 
tive value of extraordinary importance, and 
beyond the ken of most people. 

Two examples are given to show how 
deadly serious the misconceptions about clas¬ 
sification markings have become: 



















(1) Shortly after the New York Times 
started publishing portions of the Vietnam 
Study last June, a statement attributed to 
the President by his press secretary reflected 
clearly the belief that prosecution was indi¬ 
cated on the basis of a classification marking 
having been assigned to the study. Criminal 
action stemming from the classification the¬ 
ory is still in process today. 

(2) One of the most noted among the 
members of the United States Senate [Sena¬ 
tor Goldwater] wrote in an article also pub¬ 
lished by the New York Times last summer 
that, “Government papers marked ‘Secret’ 
and ‘Confidential* should remain secret and 
confidential until such time as the Govern¬ 
ment sees fit to declassify them. The laws 
governing classification of Government pa¬ 
pers were enacted to protect the majority of 
our people.’’ [Note: There is no such law.] 

That same misunderstanding in the Senate 
of the meaning, or lack of meaning, of classi¬ 
fication marks was reflected again just a few 
days ago, April 25, 1972, when a member 
[Senator Gravel] was prevented by another 
member [Senator Griffin] from entering in¬ 
formation in the Congressional Record solely 
on the basis of an assigned classification 
marking. At this moment, the Senate has yet 
to agree that it must use knowledge as it 
sees fit, regardless of some self-serving cen¬ 
sorship action represented by a bureaucratic 
secret marking. 

To me, it is appalling that people do not 
realize just how much counterfeit classifica¬ 
tion and fake secrecy the Executive branch 
imposes on the country. Last June, it was my 
privilege to help call the nation’s attention 
to the intolerable abuses in the secrecy sys¬ 
tem. I testified that at least 99%% of the 
total documents in the country bearing se¬ 
curity classifications did not qualify for clas¬ 
sification and protection in the defense in¬ 
terests of the Nation. Later, in an article in 
the Washington Post, I expressed the conclu¬ 
sion that even at the Department of Defense 
headquarters level in the Pentagon, about 
95% of the classified documents did not war¬ 
rant any classification. 

Since last summer it has been my personal 
observation that the rate of classification 
in the Department of Defense has increased, 
not decreased. Also, my observation of De¬ 
partment of Defense operatipns and contract 
work in the past 10 months has convinced 
me that at lea st 99.9% o f the existing classi¬ 
fied documents do not warrant any classi¬ 
fication. In other words, only about one- 
tenth of one percent of them, or one in a 
thousand, contain information the unau¬ 
thorized disclosure of which actually could 
be prejudicial to the defense interests of the 
Nation. I have seen holdings of many hun¬ 
dreds of documents with classification mark¬ 
ing and not a single one of them with any 
security value in terms of national defense. 
A person might search through thousands 
of so-called classified documents in contrac¬ 
tor facilities as well as military units with¬ 
out ever finding information the unauthor¬ 
ized disclosure of which Could be harmful 
to our defense interests. 

Many of my associates who are engaged 
in work involving the safeguarding of de¬ 
fense information recognize the same degree 
of unnecessary classification that I have re¬ 
ported. One of the most critical comments 
I heard last year about my testimony on 
-or'recy practices was made by the chief of 
a Department of Defense office having re¬ 
sponsibility for conducting security surveys 
at contractor facilities. He told me that I 
should have reflected the fact that more 
than 99%% of all documents with a se¬ 
curity marking were unhecessarily classified. 
A few days ago, one of the top security clas¬ 
sification officials in the Federal government 
stated as his own conviction that ho more 
than one-tenth of one per cent of the in¬ 
formation normally considered for classifi¬ 
cation could possibly cause damage to the 


national defense if it was release'd to the 
public. 

There is a massive wastage of money and 
manpower involved in protecting this moun¬ 
tainous volume of material with un¬ 
warranted classification markings. Last year, 
I estimated that about $50 million was being 
spent on protective measures for classified 
documents which were unnecessarily classi¬ 
fied. After further observation and inquiry, 
and Including expenditures for the useless 
clearances granted people for access to classi¬ 
fied material, it is my calculation that the 
annual wastage for safeguarding documents 
and equipment with counterfeit classifica¬ 
tion markings is over $100 million. 

Consider Just the waste of funds spent on 
so-called classified holdings of contractors. 
There are about , 13,000 contractor facilities 
cleared to fLPfcisjUv-e. classified informa¬ 
tion. Some do not retain any classified mate¬ 
rial. But a great many store thousands of 
documents and other items with classifica¬ 
tion markings. Almost none of it actually re¬ 
quires protection in the defense interests of 
the nation. 

Some of the facilities have such a limited 
quantity of classified material that it can 
be protected by employees as an integral part 
of their regular duties. Other facilities em¬ 
ploy dozens of people to handle and guard 
classified material. If there was no classifica¬ 
tion, those employees would not be needed. 

If we assume that only half of the 13,000 
facilities use, as an average, Just one em¬ 
ployee on duties related solely to protecting 
information because of an assigned classifi¬ 
cation marking, and that wages and other 
annual security costs amount to only 
$10,000.00, the bill to the taxypayers for 
Just those faculties alone would be $65 mil- 
Uon. The total bill for safeguarding classified 
information within and outside the govern¬ 
ment would certainly be tremendous. My 
estimate of an annual wastage of $100 mil¬ 
lion, including protection of documents and 
7 equipment unnecessarily classified and the 
granting of worthless security clearances, is 
conservative. 

The question often arises as to how the 
classification system could possibly get to be 
over 99%% wrong. The plain truth is that 
our present-day national defense effort does 

not len a itself to being crammed into a nar¬ 

row military control system represented Ty 
current Executive order classifications . The 

strength of our national deiense is not lim¬ 
ited to mUitary effort. It is intermixed with 
a broad dedication of the Federal govern¬ 
ment, in and outside the country, involving 
legislative action, foreign relations, indus¬ 
trial and economic development, Interna¬ 
tional trade, and social endeavor as well as 
conventional mUitary functions. Also, plan¬ 
ning for our national defense has become 
as much an international function as a 
national effort. 

A commensurate interchange of informa¬ 
tion within and outside the country among 
those who contribute to the strength of 
our national defense is essential to its suc¬ 
cess. The Imposition of security classification 
markings on documents containing informa¬ 
tion which requires wide usage is absurd and 
extremely wasteful. The practice has proved 
frequently to be seriously damaging rather 
than helpful to the national defense. 

However, counterfeit classifications are 
still being applied to information by hun¬ 
dreds of thousands of people today as in 
the past. The markings are apt to be put 
on any conceivable type of correspondence, 
data, plan, report, or other administrative 
material, without regard to whether the 
information has already been exposed or 
could not possibly be protected. Fantastic 
ideas and practices have evolved from this 
craze for classification, including the con¬ 
tinuing classification of privately-owned 
information. 


This subcommittee has an abundance of 
examples of unnecessary classification as¬ 
signments showing that classification mark¬ 
ings on a document usually are clearly un¬ 
warranted. I will describe only one at this 
time to emphasize how utterly ludicrous the 
classification system is in practice. 

Compilations of unclassified information 
are still being classified frequently by in¬ 
dividuals who seem to believe that multiplic¬ 
ity or complexity itself should be protected. 
The Department of Defense affidavit given 
the court last summer in the Washington 
Post case involving the Vietnam Study in¬ 
cluded the following: “it is sometimes nec¬ 
essary to classify a document in which no 
single piece or part is itself classified.” This 
falsification of policy in Executive Order 
10501 has led to unnecessary classification of 
millions of documents in the Department of 
Defense. 

An example of compilation classification 
I gave last June was the RAND Corporation 
Memorandum RM-5684-PR, subject: Listing 
of Avionics for USAF Aircraft, February 
1970. The Department of Defense assigned 
the Confidential classification to that docu¬ 
ment and carries it as being confidential to¬ 
day, notwithstanding the fact that the docu¬ 
ment contains nothing but listings of equip¬ 
ment published separately for each aircraft 
in pamphlets specifically marked “Unclassi¬ 
fied” so as to facilitate widespread distri¬ 
bution. 

Another example of the classification of 
unclassified information is a document pre¬ 
pared by the Massachusetts Institute of 
Technology for the Air Force Space and 
Missile Systems Office, with the title, “Assem¬ 
bly Manual—Gyro Float.” It was Issued in 
February 1971 with the classification of 
confidential, which was the responsibility of 
the Air Force. This document, with its con¬ 
fidential classification marking, contains the 
following statement: “Each section of this 
volume is in itself unclassified. To protect 
the compilation of information contained in 
the complete volume, the complete volume 
is confidential.” Also in the Foreword of the 
document is the following statement, which 
is required by Executive Order 10501 on all 
classified documents held by contractors: 
“This document contains information affect¬ 
ing the national defense of the United States 
within the meaning of the Espionage Laws, 
Title 18, U.S.C., Sections 793 and 794, the 
transmission or revelation of which in any 
manner to an unauthorized person is pro¬ 
hibited by law.” 

This nonsensical practice of the Depart¬ 
ment of Defense not only is outrageously 
expensive in terms of wasted money but it is 
atrocious in its application to individuals 
who happen to become involved in an alle¬ 
gation of mishandling the unclassified in¬ 
formation. I have seen people in responsible 
positions blindly take punitive action against 
employees in the government and in indus¬ 
try for handling such unclassified informa¬ 
tion as being unclassified. 

Mr. Chairman, I have discussed at length 
the existing classification operations so that 
a comparative analysis of the new Executive 
Order 11652 will be truly informative. 

The administrative permissiveness of Exec¬ 
utive Order 105$/ for secrecy proved to be 
fatally defective. The President himself ac¬ 
knowledged in statements made March 8, 
1972, that “the system of classification which 
has evolved In the United States has failed 
to meet the standards of an open and demo¬ 
cratic society.” He condemned the controls 
on classification authority as having “proved 
unworkable,” and stated that “the many 
abuses of the security system can no longer 
be tolerated.” 

This brings us to the President’s answer to 
the existing intolerable classification sys¬ 
tem. Mr. Chairman, somehow the President 
manages to get th e wors t possible advice 
























about information-security matters. He ac¬ 
cepted recommendations of the Executive 
branch people who have been and continue 
to be responsible for the current fiasco, and 
promulgated In Executive Order 11652 sub¬ 
stantially the same system that is now in 
Executive Order 10501. 

Here is an analysis of Executive Order 11652 
which I originally prepared for publication 
[Federal Times\. It shows that the Order 
itself does nothing to stop the proliferation 
of classification authority or eliminate un¬ 
necessary classification of information. The 
organization of content reflects a compro¬ 
mise of views, with the defensive attitude 
toward secrecy the clear winner. The gaps 
in regulatory coverage, including restrictions 
of authority to classify, requirements for 
declassification, exemptions from automatic 
declassification, and vitally important pro¬ 
cedural controls, show a lack of understand¬ 
ing of information-security principles suffi¬ 
cient to achieve the purpose indicated for 
the order. It is manifestly less than ade¬ 
quate. Mr. Chairman, I ask that the analysis 
be entered in the record at this point. 

Of major interest to this committee is the 
effect that Executive Order 11652 could have 
in relation to Exemption (b) (1) of the Free¬ 
dom of Information Act. That exemption now 
permits a government agency to withhold 
from a requesting citizen matters that are 
"specifically required by Executive order to 
be kept secret in the interest of the national 
defense or foreign policy” (underscoring sup¬ 
plied). 

The first problem is the fact that effective 
June 1, 1972, the new Executive order will 
refer to “national security information” and 
“foreign relations” instead of “national de¬ 
fense information” and "foreign policy.” That 
is a legal matter that I assume will be re¬ 
solved. 

As for the practical effect of the secrecy 
system in Executive Order 11652, this sub¬ 
committee and everyone else in the country 
can anticipate the same rate of refusals by 
government agencies to release documents 
that applies today. The agencies which lose 
classification authority are likely, of course, 
to loosen up in their practices. But those 
hundreds of thousands of people who 
continue to classify information will con¬ 
tinue to do so. And they will continue to 
exempt their information from automatic 
declassification if at all possible. There is no 
reason to believe that the classifiers will be 
more inclined under the new order to cancel 
the classification on a document for the bene¬ 
fit of a private citizen than they are now. 

The Executive branch witnesses who testi¬ 
fied before the Subcommittee on Intelligence 
of the House Armed Services Committee 
March 8—14, 1972 and before this committee 
May 2, 1972 demonstrated beyond any doubt 
that needless classification and false secrecy 
will continue under Executive Order 11652. 
Their testimony specifically showed and re¬ 
flected the following: 

(1) Refusal to consider any coordination 
with the Congress in implementing the order. 
The Department of Defense consistently re¬ 
flected an effort to withhold facts about its 
contribution to the order, and showed an at¬ 
titude of defiance in response to specific in¬ 
quiries about the status of implementation. 

(2) The Department of Defense represent¬ 
ative on March 9, 1972, showed a significant 
.uck oi understanding of the need to elimi¬ 
nate unwarranted secrecy classifications. He 
stated that consideration of “competing ad¬ 
vantages and disadvantages” is the Depart¬ 
ment of Defense approach to a classification 
decision. The idea of applying the “damage 
to national defense” criterion was "not ln- 

chided. He also reported as commendable 

tne fact that over 13,500 security classifica¬ 
tion guides have been reviewed to see about 
doing some declassifying, which, of course, 
should be done on a continuing basis. The 


disturbing fact is that the Department has 
more than 13,500 separate guides requiring 
the classification of information in addition 
to all other classification instructions. Fur¬ 
thermore, he stated that in the politico-mili¬ 
tary area of information, which evidently 
qualifies for wide classification coverage is 
his opinion, automatic declassification is not 
suitable after any time period. 

(^) The department of defense represent¬ 
ative on May 2, 1972, strongly supported the 
classification of various types of information 
currently carrying unjustifiable classifica¬ 

tions, including the general term, "weapon 
systtm characteristics.” 

( 4 ) Virtually every suggestion made to 
Executive branch witnesses, especially those 
from the Department of Defense, for specific 
controls to preclude needless classification 
and assure timely declassification were re¬ 
jected on the basis that there will be too 
much material requiring classification. 

(5) Slightly accelerated automatic de- 
classification was hailed as the answer to the 
secrecy problem. However, even greater em¬ 
phasis was given the view that security inter¬ 
ests of the Executive branch would Justify 
keeping a large volume of material classified 
for 30 years, and some of it much longer. 
The Department of State testified to holding 
documents in secrecy for 75 years. Par¬ 
enthetically, I submit that the practice of 
turning an official record Into a mummy 

r an<i keeping it from the people is as dam- 

*aglng to us as the practice or book-burning 

which we all deplored so much a lew years 

ago. 

Mr. Chairman, it is clearly within the re¬ 
sponsibility of Congress to correct the abuses 
of administrative power now being exercised 
under the existing security classification sys¬ 
tem in Executive Order 10501, and which can 
be expected to continue under Executive 
Order 11652. It is an honor to have this 
opportunity to recommend certain legislative 
and procedural actions. 

First, each committee of the Congress 
should withdraw immediately from any exist¬ 
ing agreement or understanding with an 
Executive branch agency for safeguarding in¬ 
formation assigned a security classification, 
and give assurance that protection will be 
afforded only upon request by the head of 
the agency having Jurisdiction, unless the 
committee agrees that secrecy is required. 
With deepest respect for Congress and each 
Member, I submit that the prevailing practice 
of treating Executive branch classifications 
as being valid serves the secrecy interests of 
the bureaucratic classifiers, not the defense 
interests of this nation or the needs of the 
people. I cannot imagine a Member of Con¬ 
gress being less qualified than the hordes of 
security-oriented Executive branch employees 
to assess the importance of information re¬ 
quired by the Congress to perform its con¬ 
stitutional functions. 

The most suitable legislative action would 
be the enactment of a law to accomplish the 
purpose of Executive Orders 10501 and 11652, 
and at the same time serve the interests of 
Congress and the people regarding access to 
information. Any reasonable legislation that 
would provide a framework of law instead 
of an administrative regulation in which to 
protect such national defense information 
as can and ought to be protected would be 
a very worthwhile improvement. It is my be¬ 
lief that a bill should be enacted to do the 
following: 

(1) Establish precisely the authority for 
the President and the heads of a few speci¬ 
fied departments and agencies to designate 
certain official information as requiring pro¬ 
tection against disclosure, so as to preclude 
actual damage to the national defense. The 
law would not force the designation of any 
information as requiring protection. But if an 
item of information is considered for desig¬ 
nation, the procedures and restrictions 


would apply and be controlling within the 
Executive branch. 

(2) Prescribe use of the single term “Secret 
Defense Data” for such information as may 
be designated for protection. No other clas¬ 
sification would be permitted, but routing 
designators could be used to assist in re¬ 
stricting the distribution of specific items 
of information. 

(3) Define as narrowly and clearly as prac¬ 
ticable the criterion “would damage the na¬ 
tional defense.” Efforts in the past to define 
types of information requiring protection 
have always proved a failure. As reflected in 
our espionage laws, it is injury and damage 
to the national defense and to the United 
States that we are concerned about. „ 

(4) Impose strict limitations on authority 
to designate information as Secret Defense 
Data. Only the head of an agency or an of¬ 
ficial designated by him could make the 
designation. His name and title would appear 
on documents containing the information. 
(He would have a “warrant” similar to a 
contracting officer.] 

(5) Set practical limits for retaining in¬ 
formation in the Secret Defense Data cate¬ 
gory, which would reflect the need to elimi¬ 
nate the current fiction about how this 
Nation would be harmed if its citizens should 
learn what the Executive branch is doing and 
has been doing in the name of national 
defense. 

(6) Establish a specific standard for the 
dissemination within and by the Executive 
branch of Secret Defense Data. This would 
reflect the responsibility of the Executive 
branch itself to protect the information it 
considers important. That branch should 
not operate on the basis that it can make 
wide dissemination of classified information 
on the expectation that recipients would be¬ 
come subject to prosecution if they don’t 
agree with the Executive branch ideas about 
security controls. A vitally important pro¬ 
vision would make it unlawful for any per¬ 
son to withhold or authorize the withhold¬ 
ing of information from the Legislative 
branch on the basis of its qualification for 
designation as Secret Defense Data. 

(7) Direct that an official with appropriate 
staff be designated by the President to assist 
him monitor implementation of the law. A 
report of the various actions taken would be 
submitted to Congress semiannually. 

Another legislative action of less complex¬ 
ity within the purview of this committee 
would be to amend the Freedom of Informa¬ 
tion Act by adding a subsection that would 
cancel or otherwise make inapplicable any 
restriction imposed in the name of national 
defense against public access to official rec¬ 
ords originated three years or more prior to 
enactment of the legislation. Exclusions 
could be made for Atomic Energy Restricted 
Data and any other type of information 
Congress might wish to specify. Experience 
indicates that three years is the limit of 
protection time for most information. 

A third legislative action that this com¬ 
mittee might initiate immediately, and quite 
possibly see enacted, would be to amend Ex¬ 
emption (b) (1) of the Freedom of Informa¬ 
tion Act so that it could apply only if "the 
head of an agency or an official designated 
by him certifies that the material must be 
kept secret to preclude damage to the na¬ 
tional defense. This action would be con¬ 
sistent with other proposals to limit classifi¬ 
cation authority to the head of an agency 
or to an official designated by him. 

Mr. Chairman, I venture to suggest that 
action be taken as soon as possible to elim¬ 
inate unjustifiable secrecy from our govern¬ 
ment. The peoplejmu£t_have knowledge about 
what is going on to make intelligent decisions 
for themselves. 

I again express my deepest thanks for the 
invitation to come before the committee and 
present these facts and suggestions. 






















William 0. Florence 
March 15, 1972 


■ANALYSIS OF EXECUTIVE ORDER 11652 

CLASSIFICATION AND DECLASSIFICATION OF NATIONAL SECURITY INFORMATION AND MATERIAL 


TYPE OP SYSTEM. 

The system for classifying information as 
top secret, secret, and confidential is out¬ 
dated. It is substantially the same as the 
Army and Navy used before World War II to 
classify a very small volume of military in¬ 
formation as secret or confidential. The sys¬ 
tem cannot work in a gigantic bureaucracy 
of millions of employees with millions of 
classification stamps. 

SCOPE 

A major improvement in Executive Order 
10501 was substitution of the narrow terms 
“national defense” and “defense informa¬ 
tion” for the broader terms “national secu¬ 
rity” and “security information” that were 
used in Executive Order 10290. Reinstate¬ 
ment of the vague term “national security” 
in Executive Order 11652 invites wider classi¬ 
fication coverage. (Also, the order is at vari¬ 
ance with laws using the term “national de¬ 
fense.”) 

PREAMBLE 

The claim that information classified 
under the order is exempted from public dis¬ 
closure by the Freedom of Information Act is 
false. Exemptions are permissive, not manda¬ 
tory. Also, the order misrepresents any 
“wrongful disclosure” of classified informa¬ 
tion as being a crime and subject to prosecu¬ 
tive action under the Federal Criminal Code. 
The truth is that there is no basis in law for 
an Executive order to threaten the press, 
members of Congress or anyone else for 
wrongful disclosure of information. 

NUMBER OF CLASSIFICATIONS 

Multiple classifications Invite confusion, 
promote uncontrollable overclassiflcation, 
and reduce the effectiveness of the security 
system. But the new order keeps three classi¬ 
fications. According to the Department of 
Defense General Counsel, adoption of a single 
classification was rejected because (1) NATO 
has a multi-category system, and (2) a top 
secret clearance would be expected for every¬ 
body, which would be too expensive. He did 
not reflect the fact that (1) we eliminated 
the restricted classification in 1953 after 
NATO had adopted it, and (2) clearances for 
access to classification categories are vir¬ 
tually worthless. Anyway, an individual’s 
duties determine whether to permit him ac¬ 
cess to a given item of classified information. 

CLASSIFICATION CATEGORIES 

The top secret category in the new order 
is at least as broad as it is now. The secret 
category could include more information 
than at present. Programs need not be of 
vital importance any longer. The new con¬ 
fidential criterion “expected to cause dam¬ 
age to the national security” includes as 
much information as the existing “prejudi¬ 
cial to defense interests of the nation.” 

AUTHORITY TO CLASSIFY 

Under Executive Order 10501, classifica¬ 
tion authority may be exercised only by a 
aepartment head and such other persons as 
he or his representative designates. The dele¬ 
gation “shall be limited as severely as is con¬ 
sistent with the orderly and expeditious 
transaction of Government business.” The 
new order only requires that (1) the head of 
a top secret classification department desig¬ 
nate other persons who may classify as top 


secret, and (2) that the head of a secret 
classification department designate other 
persons who may classify as secret. In the 
top secret classification departments, who¬ 
ever is delegated top secret classification au¬ 
thority may in turn designate any or all of 
his subordinates to classify as secret. In both ♦ 
the top secret and secret classification de¬ 
partments, whoever is delegated secret classi¬ 
fication authority may in turn designate as 
many “officials” as he wishes to classify as 
confidential. The new order will eliminate 
existing controls and proliferate classifica¬ 
tion authority far beyond that envisioned by 
Executive Order 10501. 

DECLASSIFICATION 

Executive Order 10501 states that when 
classified information or material no loger 
requires protection, it shall he declassified. 
Heads of departments were directed to es¬ 
tablish effective declassification programs on 
a continuing basis. Executive Order 11652 
only states who shall exercise declassification 
authority. It does not require or even sug¬ 
gest any declassification of current informa¬ 
tion. The people could be getting less infor¬ 
mation in the future to use in making their 
decisions. 

SCHEDULE FOR AUTOMATIC DECLASSIFICATION 

Administration spokesmen have repre¬ 
sented the new 10-8-6-year automatic de- 
classification schedule in the new Executive 
order for top secret-secret-confldential in¬ 
formation as the answer to the public’s 
right of access to historical material. But the 
various authorizations for exemptions from 
automatic declassification will permit at 
least as much information to be kept classi¬ 
fied as at present. For example, the following 
exemption in the new order is as broad as 
its counterpart in the existing order: “Classi¬ 
fied information or material disclosing a 
system, installation, project or foreign rela¬ 
tions matter the continuing protection of 
which is essential to the national security.” 

DISSEMINATION CRITERIA 

The existing order limits dissemination of 
classified information to persons for the per¬ 
formance of official duties in the interest of 
promoting the national defense. The new 
order expands the dissemination criteria to 
persons whose access “is necessary for the 
performance of his duties.” The limitation 
to official purposes has been eliminated. This 
reflects the wider scope of the new order as 
compared with Executive Order 10501. 

SPECIAL ACCESS PROGRAMS 

The new order broadens the authority 
of departments to establish “special access” 
programs, with special stamps to keep the 
people from knowing about them. The addi¬ 
tional restrictions exist only because the 
effectiveness of classification markings has 
been ruined by wide abuse. Evidently, im¬ 
provement is not foreseen. 


FORMER OFFICIALS 

The new order will permit former Presi¬ 
dential appointees to have access to any 
classified material which they signed or ap¬ 
proved, or which came into their respective 
offices. This unjustifiable special privilege 
policy could only have been adopted in an¬ 
ticipation of continued massive unnecessary 
classification and massive unnecessary ex¬ 
emption from declassification. 

POSSIBLE SANCTIONS 

The new order, for the first time, requires 
that a person who abuses the classification 
process be told that he has violated a Presi¬ 
dential instruction. “Repeated abuse” will 
be grounds for a possible administrative rep¬ 
rimand. This has been hailed as a step for¬ 
ward in controlling overclassification. But 
the requirement will have no effect on the 
blanket application of classifications as¬ 
signed by departmental regulations or classi¬ 
fication guides for specified programs. And 
there really is no basis in lanugage such as 
“repeated abuse” to assume that individuals 
will get reprimanded. However, anyone un¬ 
fortunate enough to be accused of mishan¬ 
dling documents with a counterfeit classi¬ 
fication -will probably get punished severely. 

SEPARATE INSTRUCTIONS 

Additional instructions will be issued by 
the President on access, marking, safekeep¬ 
ing, accountability, transmission, disposi¬ 
tion and destruction of classified information 
and material. The procedures will control 
the effectiveness of the new order. Unques¬ 
tionably, the reason that they were not pub¬ 
lished with the other instructions was that 
the people who drafted and staffed the order 
could not agree on what was needed. When 
the procedures are issued they will reflect 
the different purposes and operations of the 
participating departments. The basic prin¬ 
ciple of that security is the responsibility of 
command will surely be sacrificed for com¬ 
mittee compromise. 

INTERAGENCY CLASSIFICATION REVIEW 
COMMITTEE 

A comittee of representatives of the De¬ 
partments of State, Defense and Justice, the 
Atomic Energy Commission the Central In¬ 
telligence Agency and the National Security 
Council, plus a chairman, will be established. 
Its functions will be (1) to oversee depart¬ 
ment actions to ensure compliance with the 
new order, and (2) to review complaints and 
suggestions made by anyone and assure that 
affected departments take appropriate ac¬ 
tion. But, in truth, no committee of em¬ 
ployees can require that a department head 
do anything that he does not choose to do. 

^J^SSESSMENT 

If the people want unnecessary secrecy 
eliminated regarding Executive branch op¬ 
erations, they must look somewhere other 
than Executive Order 11652 for the answer. 
The President changed the number and some 
of the language in the existing order. But 
he re-established the same system for ad¬ 
ministrative classification and censorship 
that he condemned as having failed to meet 
the standard of our open and democratic 
society. 











